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Privacy Impact Assessment Form
A Privacy Impact Assessment (PIA) is an assessment tool which is used to identify, assess, and mitigate any actual of potential risks to privacy created by a proposed or existing process or project that requires the collection or use of personal data.  
Completing a PIA ensures that privacy issues are recognised at an early stage and that appropriate mitigation controls are put in place to ensure compliance with the Data Protection Act 1998.  Failing to manage privacy risks appropriately will lead to enforcement action from the Information Commissioner's Office which can include fines up to £500k.
It is Council Policy that a PIA must be completed for all projects or processes that require personal data to be collected or used in a new or different way.
All completed PIAs should be registered with the Information Governance Unit who are responsible for providing advice and guidance on the PIA process.  Further information, including examples of existing PIAs, is also available on the ORB. 
Is a PIA required?
You will need to complete this form if any of the following statements are true:
·   the project / process requires new personal data to be collected from individuals
·   it is compulsory for individuals to provide personal data for the purpose of the project / process
·   personal data will be disclosed to third parties who have not previously had access to the information
·   existing personal data held by the Council will be used in a new way or for a new purpose (this includes using a new system / technical solution to complete an existing function)
·   the project / process uses technology that is privacy intrusive
·   the use of personal data involves making decisions about individuals
·   the project / process involves personal data that is considered sensitive or private by individuals
·   the project / process will be contacting individuals by a means that could be seen as intrusive.
 
If the project / process does not entail the use of personal data, or it will not be possible to identify an individual from the data used, it is unlikely that a PIA will be required. 
 
Advice and guidance can be provided by the Information Governance Unit at any stage of the PIA process.
Privacy Impact Assessment
Project / Process / Activity to be assessed:
Division / Service Area Department:
Information Asset Owner:
Author:
Date:
Consultation
Does this PIA have an associated CEC Subject Matter Expert?
Have they been consulted about the content of this PIA?
If 'No', please consult the Subject Matter Expert and then resubmit this PIA. 
5.  Identify and record Privacy Solutions
Describe the actions you could take to reduce the risks, and any future steps which would be necessary (e.g. the production of new guidance or future security testing for systems). You may find the following table helpful.
Risk
Solution(s)
Result: is the risk eliminated, reduced or accepted?
Evaluation: is the final impact on the individual justified, compliant and proportionate to the aims of the project?
6.  Sign-off and record the PIA outcomes
       It is the responsibility of the Information Asset Owner or Project Lead, in consultation with the Information Governance Unit, to approve privacy risks and solutions.  Record who has approved each risk and what solutions should be implemented.
Risk
Approved Solution
Approved by
7.  Integrate the PIA outcomes into the project / process
       Record who is responsible for integrating the PIA outcomes and updating any related project management documents; who is responsible for implementing the approved solutions, and the contact for any future privacy concerns that may arise.
Action to be taken
Completion date
Person responsible
 8.  Security Assurance Statement (SAS)
      I acknowledge that prior to the project detailed in this PIA initiating or going live, I must ensure that the appropriate Security Assurance Statement is agreed by CGI and CEC ICT Security.
Version	
Date
Author
Change / Comment
Once completed, the PIA should be forwarded to the Information Governance Unit for 
final approval and inclusion on the Privacy Impact Assessment register.
Submit by 
Email
I have read and approved the above noted PIA, including any risks that still may apply.
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